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^-^ 270: j»^A4§4-iSI«l^#i&S 1 8 04l 4* # *l # 

*i ; 
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3--%tWWLW (8) 

$r t& 2 8 0: fett#4>#4*&4#«i3 1 8 3§ it # a & 4^ & 

t^-^n^s.%mm.^^-7t i4o^^-^#^ i2o; 

^^ 290: & & ' M'J^i#^^ 300; ^ 

Ah 

3 0 0 : «F**ift#^.7&14 0«Li|t^4 k #fl|##aS 180 
i if 15 2- 1 5 4,8. 156: $k If ifr m 270; 

# jih 310: t iU ^ a ^ ^ 1 3 o^ f >j m. m k i i o^ ^ - ^ # 

H 12 0fe1^t##^^^^*^-^#H 1 2 0# 5. & flf & 

no; 

^■^ 320: m & j& m /m ® % & & % - %f ft Wi 12 o# 
5. a m n 110; 

# ^ 330: &/&i£f£^*|#i£4L;fro#^ • 

ai^^fsntl^^i^lic ( Very Long 
Instruction Word, VLIW) ^ ^ 4. i§ # i£ p£ ^ 

# i£ ( Advanced Encryption Standards, AES) ^ >5r ^ 

^ ^ «fe >7ri ^. • * t # ^ ie. #j & * ' n 2r & *t ft 

1 2 84£ to & - 1 9 24fc it -R: - a 2 5 6>fc to -R: it ft 

( AES-128, AES-192, AES-256) ^ ^ $ JSl j& % & 
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i » %*JM$LW (9) 

tie. " # a £ 2T * #•] ffl - ffl £3 -ft; ^ d£ yt % ft 4L 4 3£ 

n *i ft it ^ fli * ' *t«it3as-r«t*hji&tii*.*^ 
m -ko sy m a £. it ®*&fc^3L®#t&L2Ltiim it it & ^ 

Wit#Hlfi'*T* ' IS) J. £ it P§ ^ & 
4^ ^ ft « ^ ffl it P§ ^ 4| # ip. m *t * ^ 3: t it # A* 

# ; «Atefliftlfc#&ftfta£#&&#^#i£4T;&"^ • 

*#^^^*^^&^-#&4fcitiB.&?4 - 1 
( substitute byte shift row 1, SBSR1) & 4* I s ] af 

12 0m^^^^#H R 0 - ^#11 
R 1 ^ R2^^#H R3^ yk \tk M $£ fa ft la. ( least 

significant byte, LSB) 4&#5fc4fc7t*&&>V'fB4iL 
it&^f *f » ^ & ^ft - ^ 4& -fit it la & n -2 ( substitute 
byte shift row 2, SBSR2) & ^ Hf isj & a % # ^ t£ % 

# H RO ^ # # H Rl> t£ # # IS R2& M *g ft B R34i ^ itj 

# 4fc it la ( most significant byte, MSB) Bl % ^- iti 

# to to la. a. #1 it la % # : m-lfaft — %Lft$£j]x>4fc 
*I ^ ft - 1 ( mix column add round key 1, MIXADK1) jfc 

4*i$mi$8i&%ftifci&%&n Ro^t f # ^ Ri^t-tf ; 

$k ft — ^ ;*# # St ^ ft - 2 ( mix column add round 
key 2, MIXADK2) ^4*a£|SJnf&m###Ma^#g 
n % # H R3^ t 44 ; ^ # - i€ # & to it la ^ - 1 

( inverse substitute byte shift row 1, INVSBSR1) 
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i » &Wi$LW (10) 

^S4-8fisia^il3a*#^«^#s R0 ^ t^^#H Rl> « ^ 

#H R 2 A t£ ^ # H R3^*te**fc'ifc7tfe ( least 
significant byte, LSB) %L % ~ 4& % fa ft le. & 48 fa 
ft ^ t #4 • ^ t # - € f t it & t ?'J - 2 ( inverse 
substitute byte shift row 2, INVSBSR2) ft & b£ jsj Bf 
&3£##*MI[##iS R 0 ^ t£ ^ # ii R 1 > i£ # # H R 2 A t£ 
1? # 31 R 3^ # #l it ( most significant byte, 

MSB) & % — fa ft&.&^'m fa ft&L3L% & ; Ifc #l # 

— i£/'S.^fit^o#J^^^-l( inverse mix column add 
round key 1, MIXADK1) & ^ Bf la] b£ ^ 3g ^ # ^ it % # 
H R OA f£ % # H R 14L * ft ; $l e - iSL a # ^ # 3* ^ 
^ -2( inverse mix column add round key 2, 
MIXADK2) #4*NfftB*£3£tf#*$'tt##3SR2Atttf#il 

# I ^ t # - # ^ it t ?'J -3 ( substitute 
byte shift row 3, SBSR3) j& ^ Bf m Bf ^ ^ # ^ % — 
% # 33 12 0m^^^^#H R20> ^ # it R21 > ^ # H R22 
A ^ # H R 2 3-^, fa % $k fa ft ( least significant 
byte, LSB) &%~4&%1&faftm.g;/^4&faft&LZ-^ft ; 
^ ^ # - f ^ it li II ?'J -4 ( substitute byte shift 
row 4, SBSR4) i%^v$mB$&&%&ifci£%&% R2 0 > f£ 
4? # H R21 - Hi # # H R2 2A Hi # H R23^ 4b A * -ft it 
Is. ( most significant byte, MSB) 3^%^-^j^^Lfaft 
& ^ 48 fa ft m. ^ t ft ; ^ & 4f - # H fr> # 3* ^ - 3 
( mix column add round key 3, MIXADK3) ^^affsjBf 




3L*&VWW (11) 

-4S%#^t£%#H R 2 Oil i£ ^ # li R 2 14L t # : fc3kft 
— itL If 4$ - 4 ( mix column add round key 4 , 

MIXADK4) n^^m^fe&^&lfciZ^&m R22A f£ # 
H R2 3^ t # : 1fc$L4f — 5&%&tiL7t$SL&p} -3 ( inverse 
substitute byte shift row 3, INVSBSR3) ft 4* Bf ft b£ 
4^^#^t^^#^ R 2 0 ^ f £ ^ # ii R2 1 - t£##fi R 2 2,51 
t£ # # 8 R2 34L ft # 4ft 7t to. ( least significant 
byte, LSB) Sl % ~ 4& % -CSt it to & A. m Hl tc to ^ W # ; 
a A ^ & # — i& # ^ to ft to. & n - 4 ( inverse 
substitute byte shift row 4, INVSBSR4) ft 4^ ft Bf 
&3£###MIe1?#8 R 2 0 > 1^^#H R 2 1 > f £ ^ # ii R 2 2,51 
t£-^#li R 3^ :ft i$ ^ $t £l it ( most significant 
byte, MSB) Jk%~%%&fa7tto£;' > ^fatiL7tto.z.%Wt ° 
fi£ T « 4r >4 3£ & f fa m % ^ & $ ft ' X m it F§ 

$ m m * * m m & m % t m ^ ft ^ & a & # w ^ * & m 

2p " 5 T % & * m & A 46 «l * ( Offset Code Book , 
OCB) 4& ^ a A CCM^ ^,4Lifc»apfl|#^4L*o»« & ' 

iflu § t * u * is) «. it u % t& * m m £ m. 

m % 41 # ^ ^ # ^ * «. • 

n & # it p& $ # ^ ^ 2r * # st * isj^^^ft^^ir 
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i - &WifLW (12) 

t: 3t ^ l% b ^ ^ 4$ Bf & ^ If] 3% ffi ^ ^ |s] ^ ^ ^ fa & ^ 

a *t 3£ it p§ ^ # i£ ^ ^ & w & # & 

x # £l - 

a ji ii t ^ ^ f B fl^ t f {?j ' /l m % m t n * 
*»j i& a m «t 4l ^ # nt it $t & # > $ n^t^i *.j ^ & 

-*£ rsi 




H ^ 4L ffi «. B fl 



4 S E ^ | 1 ° 

n ^ 4, # a ^ ^ >r * it p& a? «i # ^ ^ ^ m m • 

si ^. # % «, 

ioo ^-i^t^it^^^tai 

no m^m & 

120 ^ - * # g 

130 & & m m 

14 0 # & *f ^ 

141, 142, 143 m ^ 

1 4 6 , 1 4 7 & ifc 4 

148 *#^H^*-?-7t 

14 9 #3*ifcnr**&;i**#4>jp.7fc 

1 52, 1 54, 1 56 £ i H 

16 0 ^ ^ t A 4 

170 * 4- * # 8 

18 0 &4>*f4l***«35 




1. — ^tl&ffl^-ft^a^^it ( Very Long Instruction 
Word, VLIW) l^4^l|Silifi-3|p^f^#^ 
( Advanced Encryption Standards, AES) ^ ^ & » f£ 
4 S i ^ ^ : 

- f f I » ffl *#if # ; 

— # #f ill # it ( arithmetic logic unit, ALU) • & 

it $k It £ ; 

m ^ m t9L tf ^ # & & ^ # ^ & ; 




^ - t ft -Mil IS 

- ^ t f # i ' %&&£-n$s4-#i^)$- ' m *. ^ # * t£ 

> € it & 5. t£ *S 4- * # H - i£ & & 

f£ & ^ : 

( a ) * -1^ t A ^ A t ft it f f ^ ^ ^ ; 

(b) ftlfr^tt#4'*fr>^*4L*§^#.£tt#4*##ii ; 

( c ) m m ^ t& m & ^ ^ ft m ^ & ^ ^ s. tz & ^ m- m & m 

( d ) A* ta ^ * # n # 5. ta & 4- # ** & m m n ^ *s ^ m 

a # u 

(f) )|t#ti^#7t|l#€#^^il4lf#tAt 

*t i@ # jc. n - 

2 . *o t tfr # #! fe, m % I3i 4l 3r & • ^T^a^tftilfir 




3 . *» f ft * *'J IE S $ 1 ^ 2r * > * »T & ft 1 2 84fc it -k 
& > 1 9 244 to -R: & - a 2 5 6#l to ■& J$L ^ s& l% b ^ ^ # 2£ 
( AES-128, AES-192, AES-256) fa % 8l m % & • 

% ft m & & & $t m % ft m » t& ti $t % ft m ti & - *g ft 

m RO' - # # g Rl ' - % ft m R2« A-^ # g R3 » f£ >$r 
T #l *T — # 4& to it fe 4& ?«J - 1 ( subst i tute byte shift 

row 1, SBSR1) #4- ' It^^^^ltt^^titlit 
-Ui^B^#l5]B^^3S^#^tg^#^ R 0 - M % ft m 

Rl * Hi % # g R2,& « * # fi R3^ & 4& # 2fc -fit to la ( least 
significant byte, LSB) $ — 4& # $t 44 70 ^ >v 4@ 44 
to jta. ^ # ° 

5 . t # *J ft ® % 4m >$r & « * -T & ft - # 4fe 44 to 
&L&n -2( substitute byte shift row 2, SBSR2) 

4* ' X HE 3" * ^ t£ & *f # 4fc 44 it & & n - 2& 4* b£ # isj 
4S^#^t^^#H R 0 ^ n & ft 33 R 1 ^ 1£ % # ii R t£ 
^ ft % R 3^ |t ilj # 44 70 ( most significant byte, 
MSB) A $ — $ # *fc 44 to & ^- m 44 to & 4^ = # # o 

6. *o t *fr * *'J ft ffl # l& * >k » ^ tt^ti^l- 

%ftm&&&&i®%ft% ' i%&&m%ftn&&-%ft 
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H R 0 > - ^#H R 1 » - 4? # fi R Sl - *g ft H R3 » t£ 3r 
^^Tll#-^lT^* , #f 1^ - 1 ( mix column add 
round key 1, MIXADK1) *S 4* ' A«^r*^^L4t««,^f 

i£ % # n R 14L t # • 



7 . *n t tf -f- #»J & ® 3? 6Jfi ^ & > & -5T#t4t — »4tJ#*» 
4t3t$<fc-2( mix column add round key 2, MIXADK2) 

m&t&&^ftlfrM%ftm R 2ii t£ ^ # li R3^ = t^4 • 



8 . 4* t ft 3- *'J fe, ® £ 1^ ^ ^ ' * m v$ A £ it & 
(plaintext)^ # it 4r ^ ° 



9 . *» t # #>j n a # m ^ & ' * ^ i it pj 1 ^ 

it P£ $ fl* # * a *t * ^ X t 

it -ff ^° ^ ° 

10. *o t * *>J & g) ^ jj & • ^ ttf 

H RO ' - ^ # H Rl » - ^ # ii R2tt 1 - f # i R3 » >T 
* # - i£ # ^ it la # ?'J - 1 ( inverse substitute 

byte shift row 1, INVSBSR1) ^ ^ ' 3- i£ IT >£; tfr %L If 
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m Ot # & Ml to & & ?'J -Ui^8f#j5jB^^S^#^t^^# 
13 R 0 > Hi 4f # li R 1 - R 2A 1£ % # if R 34L ft >f& # 

3i 4fc it ( least significant byte, LSB) 8l % ^- fa % 
$k itL it fe. a. 'fa ^ to la. ^ o 

11. ^ t it * #"J la 81 % 1 0*1 ^ 2r ' * & 4t - i£ # & 
fa 9L & - 2 ( inverse substitute byte shift row 
2, INVSBSR2) > J-i2E>F*;^&^t£i£#4feteitfe.& 

Rl > i£ % # H R2A « * # H R3^ ft * *f at 4fc it *a ( most 
significant byte, MSB) & % ~ & % $k fa ft & fa 
it & 4l f- # ° 

12. *i t it * #'J f£ ® » l^^^r^ ' * tt4Sl4i|- 

n R 0 ' - ^ # g R 1 • - ^ # g R2a^-^#H R 3 > i£ >T 
& ^ 3k ft — i£ # ;*# # 2|. ^ ^ - 1 ( inverse mix 
column add round key 1, MIXADK1) ^ t ' 
tlTtti! >SL ft n ito m & $S - Ui 4* £ ss. ^ # ^ 

t£ # H R OA i£ * # li R 14^ t # • 

13. *» * *t *'J & H # 1 2^ 4L ^ • & »T$i#-iaL>&# 
if^o#^^^-2( inverse mix column add round key 
2, MIXADK2) II 4- » Ji-i£:fr>£^&#S£i&;&^*£^#*i 




* 24 I 



m ^ ^ ^ & n ik *g ft i& $g ft m R2& m % ft % 

R3^ t ^ ° 




14. *» t tfr -* 2'J IS H £ l^^^r^ > Itt^gi^I' 

% ft m & & & & % ft m >mn$km%ftm&&-%ft 

H R20' - ^ # if R 2 1 ' — % ft n R2 2«A — tf#8S R 2 3 > 
«^*"ST#.# — **<ticla.*^I - 3 ( substitute byte 
shift row 3, SBSR3) #4- ' J- t£ 3r * ^ *L # i& # ^ to 

it m. & n 4* v$ & m & & & % ft & t& % ft n r 2 0 > « ^? 

# H R21 - t£ ft fi R22,5l 1£ ft fi R23^ tfet^ft;tl4 
( least significant byte, LSB) 4&#afc4fc7G&. 
/V 4® #l it la ^ ¥<■ • 



15. *o t tf -f- *J jfe gj ^ # & > & -5r&4f--##M:fc 

it & & ?>} -4 ( substitute byte shift row 4, SBSR4) 

^ 4- ' & n * & tft- $k ft m % & fa ft &l & ?\ - m ^ e$ % n 

v$&&%ftifri%%ftm R 2 0 ^ i% % ft H R 2 1 > t£ # # g R22 

t£ 4? # ii R2 34L ^ ^ # #t 4fc it &L ( most significant 
byte, MSB) & %~&ft<&tiLfc&&^mfa7tim.Z-~t¥r ° 



16. *° f ^ # #| ft ffi % m IT & ' * tt^2i^$- 

^ ft n & & m % ft % - tt#.*t4aif#3s&^-tf# 

H R2 0 > - # # H R21 • - ^#H R2 2W - # # It R23> 
t^^^Ttt-^^it^tff^ -3 ( mix column add 




round key 3, MIXADK3) 1% ^ » 3. M X & **■ $k If i% ft 
Hi * # H R21^ t # - 

17. t n -f- #»j le, a % 1m & . £ «r & ^ - # ig 

;fa#£|t$S?l&-4( mix column add round key 4, 
MIXADK4) ^ t ' JLtt^r*^*L#««,#3t*»4t*«^-4 
k% ^ ^ % R 2 2il i£ 1? # li R 2 3^ 

f • 

18. *» f * # #»J |£ ffl » l^^^r^ > £tf£^3£H^$- 

ii R20» - 4f # ft R21 » - ##H R22a ^ - f # i R23' 
t£ 3r ^ & fr - SSL # 4fe to it &l ^ -3 ( inverse 
substitute byte shift row 3, INVSBSR3) it ^ » J. i£ 
3r ^ & 4r i£ i£ # to it ^ ?'J - ^ #, 15) <& a # 
# ^ Hi ^ # H R2 0^ t£ ^ # H R2 1 - t£ ^ # ii R2 2,5l f£ % # 
H R23^L ^ # #t to 7t &L ( least significant byte, 
LSB) ^ $ ~ 4& # #c to 7t &L >v fa 7t £l ^ ^ o 

19. f t # g ffl | 18^ lr & ' ^-T^^r-ial^^ 
to it & ^ -4( inverse substitute byte shift row 
4, INVSBSR4) ' ii£;F*^&#tt&i3L#*fctoit&.& 
n - 4# 4* 4k I5jB^-^s^#^t^^#^ R 2 0 > t£ ^ # H 




t«MMHI£lll 



R 2 1 - t£ # # g R 2 2,51 i£ % # ii R 34^ ^ 44 tL M 

( most significant byte, MSB) ^ $ — ftj ^ £t #l x, 
a. 4@ fa ft &l 4l ^ # • 




2 0. *o t ft 4- m & m % im * & - & -r & e a ^ ** * 

( Offset Code Book , 0CB)1 ^ a 1 Counter mode 
with CBC MAC ( CCM )^ ^ 4l it P£ ^ 4| m ^ & $ *h 



21. *° t -#■*•] & ffl # i^ ^ ^ ' * °r ffl is] #. # m 
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(4. 6^)t**#^«:^ffl^^4-^^^#^-AaiS*i^fiftR?M#ipL4L^-* 



% 1/27 1 




% 1/27 I 






# 3/27 I 




$ 3/27 1 




35 4/27 1 

■i 




$ 5/27 1 




» 6/27 1 







ft 







% 1/21 1 




* 7/27 £ 




3? 8/27 I 




% 9/27 1 




* 8/27 1 




3? 9/27 I 




It 10/27 I 




£ 10/27 I 




(4. 6*5.) t n * * : 'fit ft *-MS * 3= it H 3Mf it F* « iM. # ifc 




* 11/27 1 






£ 12/27 1 







£ 15/27 I 






£ 16/27 I 
* 17/27 1 

ft 






3? 19/27 I 





$ 20/27 5 




(4. 6#Q t n m : «. ffl ^ -MB 4* ^ it £ ^^42 IS 3Mr it PS $ * ^ >5r * 



« 21/27 1 3? 22/27 1 




$ 27/27 I 



